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About SQL Replicator and Sage Construction
Central

Welcome to SQL Replicator and Sage Construction Central—the new Sage 300 Construction and Real Estate tools
that take your business to the Cloud. SQL Replicator lays the foundation for secure, convenient access to your
project data from anywhere, using a mobile device. Over time we’ll add more mobile functionality, giving you access
to the reporting and business-intelligence capabilities of Microsoft SQL Server, all from the Cloud.

Once you configure replication, SQL Replicator copies your Sage 300 Construction and Real Estate data from the
Pervasive database management system into a SQL Server database. The replicated data includes your
Purchasing, Inventory, and Service Management data if you use those products. With daily processing in

Sage 300 Construction and Real Estate (either in your accounting office or the Cloud) data is synchronized nearly
instantaneously, for up-to-the-minute information wherever you are.

Now, when you run Crystal Reports report designs from Sage 300 Construction and Real Estate, you can select the
Use SQL check box to run the report from the SQL Server data rather than the Pervasive data. In many cases this
results in better report performance.

/ N\ I i i IIS enabled for intranet only External Internet
: » SQL Server data for reporting and

@;% mobile access. ﬁ:&
‘@} *« New Use SQL check box available

[—

QBB for use with Crystal Reports deisgns. [

i

Sage 300 Construction
\ and Real Estate server

, .
Company’s Intranet Azure connection for
Cloud access

About this guide

This reference guide provides the setup and configuration you need to configure replication in System Administrator
and use Sage Construction Central. The material applies to system administrators or information technology
specialists who will complete the server configuration tasks.

Task Page
[ Review system requirements 5
O Review Warning: Upgrading to versions using SQL Replicator 6
[ Prepare your accounting server for replication 7
O Install SQL Server 1
[ Configure System Administrator and start replication 15
[ Test Sage Construction Central from your intranet 22
[ Set up security for Sage Construction Central 23
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Review system requirements

Installing SQL Replicator to use with Sage 300 Construction and Real Estate adds to the demands on your server
resources. You can find the technical recommendations for the accounting server in the Sage Support
Knowledgebase article System Requirements: Sage 300 Construction and Real Estate 17.1. You should also
read the white paper System Recommendations for 17.1 for a more detailed discussion about hardware
resources. Review this information carefully and plan for necessary upgrades before installing version 17.1.

Server hardware

Starting with the 2017 release, your accounting server should have at least 16 GB RAM and a suitable processor.

Your data should be stored on SSD hard drives with ample free space. Before you install Sage 300 Construction

and Real Estate 17.1 with SQL Replicator, make sure your accounting server fully meets these requirements.

Microsoft SQL Server

SQL Replicator requires a dedicated instance of SQL Server 2016 SP1. This instance can be installed on the
accounting server or on a different server. Sage SQL Installer can install and configure the instance for you, either
on your accounting server or on a different server, using the Advanced option. We recommend that you take
advantage of this utility for quick and easy SQL Server setup. Instructions are provided on page 11.

WARNING: You may use the Express edition of SQL Server, but this no-cost option brings limitations on CPU and
RAM usage. Individual databases can be no larger than 10 GB, although you can have as many databases as
needed. See this Microsoft article for more information.

Server environment

In order to use SQL Replicator and Sage Construction Central, your server must run on Windows Server 2012 R2
or Windows Server 2016. (Earlier versions are supported only if you will not use SQL Replicator.) As of version 17.1,
32-bit operating systems are not supported.

If you use a standalone environment, you can use Windows 8.1 or Windows 10.

The server must also have .NET 3.5 and .NET 4.6.2 (or greater) installed. The installation process will attempt to
install these for you, but a separate installation might be required for some servers.

Network environment

AN

Internet access is required for licensing and entitlement of your accounting server. (If you need to activate your
license without connecting your server to the internet, call Sage Support to request off-line validation.) Once your
product is registered, your server does not need continual access to the internet unless you will access Sage
Construction Central or custom reports from the Cloud. Your accounting server must run in a Windows Active
Directory domain. In order to access data from the Cloud, Sage 300 Construction and Real Estate users will need
to be mapped to Windows domain users. (This guide explains how to do that.)

NOTE: The AzureAD domain, which is provided on some computers for access to Azure Active Directory, is not
supported. Your computer needs to be on a non-Azure, Windows Active Directory domain in order for
SQL Replicator to function properly.

Azure Active Directory account

© 2017 The Sage Group plc or its licensors

In order to access your Sage Construction Central site from the field, you'll need a single license of a Basic Azure
Active Directory account. Sage provisions this account for you as part of your subscription to Sage Construction
Central. Once your account is set up, configure it for Sage Construction Central by following the instructions in “Set
up Azure Active Directory for Sage Construction Central” on page 25.


https://docs.microsoft.com/en-us/sql/sql-server/editions-and-supported-features-for-sql-server-2016#a-namecross-boxscalelimitsa-scale-limits
http://ftp.sagesoftwareuniversity.com/lms/cre/webdocs/System%20Recommendations%2017-1.pdf
https://support.na.sage.com/selfservice/viewdocument.do?noCount=true&externalId=81067&sliceId=1&cmd=displayKC&dialogID=209349&docType=kc&isLoadPublishedVer=&stateId=209351&docTypeID=DT_SYSTEMREQUIREMENTS_1&ViewedDocsListHelper=com.kanisa.apps.common.BaseViewedDocsListHelperImpl

Sage SQL Replicator and Sage Construction Central Setup Guide Warning: Upgrading to versions using SQL Replicator

Warning: Upgrading to versions using SQL Replicator

/N

Until version 16.1 of Sage 300 Construction and Real Estate, you used File Tools or another utility to back up and
restore your data folders. Once you install Sage 300 Construction and Real Estate 17.1 with SQL Replicator and
Sage Construction Central, you will no longer be able to restore backups made using File Tools or other third party
utilities.

Starting with 17.1, you’ll need to use the new System Administrator utility to configure and run your regular backups.
This is because restoring a Sage 300 Construction and Real Estate backup requires not only the files in your data
folders, but also files and registry keys from numerous areas in your server environment. With the addition of the
SQL Server database and Sage Construction Central website, these additional components are critical to your
ability to successfully restore from a backup. Without them, your data cannot be restored.

Before you upgrade to version 17.1, be sure to inform any member of your organization who is involved with backing
up and restoring Sage 300 Construction and Real Estate data that a new process is required. Work with the team
to update your backup and restore procedures to use System Administrator as soon as you upgrade.

This diagram shows the high-level steps required to upgrade to version 17.1 and obtain a backup that can
successfully be restored. Each of these are explained in detail in the remainder of this guide.

1. Run File Doctor and back up your 16.1 data folders.

4

2. Upgrade Sage 300 Construction and Real Estate software to version
17.1. The upgrade could take longer than usual.

4

3. Upgrade your data folders.

4

4. Install SQL Server and configure replication in System Administrator.

¢

5. In System Administrator, go to the Backup tab. Configure and run a
backup of your 17.1 data folders.

4

6. Restore the 17.1 backup in a test environment. If successful, store a
copy of this backup in a secure, off-site location. This is the only viable
copy of your go-live data.

WARNING: Starting with version 17.1 of Sage 300 Construction and Real Estate, you must create and restore
backups using System Administrator. You will not be able to restore data backups of version 17.1 or later created
by File Tools, SQL Server Management Studio, or other commercial utilities. As soon as you upgrade to 17.1, create
a backup of your 17.1 go-live data in Sage 300 Construction and Real Estate System Administrator.

© 2017 The Sage Group plc or its licensors 6
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Prepare your accounting server for replication

Once you have verified that your accounting server meets the technical requirements, follow these steps.
1. Run File Doctor on your data folders.

2. Make a backup of your production company folders in your current Sage 300 Construction and Real Estate
version, using File Tools or another utility.

3. Upgrade your Sage 300 Construction and Real Estate server, company folders, and clients to version 17.1.

71 NOTES:
e Sage 300 Construction and Real Estate 17.1 requires .NET versions 4.6.2 and 3.5. If these versions are not
installed on your accounting server, the installation wizard will attempt to install them. Your server will need to be
re-started before you can continue.

¢ Two Windows services are installed with Sage 300 Construction and Real Estate: the Sage File Expiration
Service and the Sage Worker Engine Service. You might see a window related to these services at the end of the
upgrade process. If the window does not close on its own, close it to continue setting up your system.

4. In Desktop, select Options > Security Administration, and enable security for Sage 300 Construction and
Real Estate if it is not already enabled.

. | FOR MORE INFORMATION: See Sage 300 Construction and Real Estate’s Help topics on Security Administration
for details about setting up users and roles.

5. Each user who will access replicated data through Sage Construction Central or reports must be set up as a
user, with a corresponding Windows domain user name. Complete this setup if needed.

User Setup _
Users User Details
#1Add L3 Copy X Delete il Save Changes 5 Cancel Changes
R | BN Username:  [toms
admin Anita Gutierrez Logon for Sage Timberline Office (for example, IDoe}
karenj Karen Jones ’ -
e Tom Smith Full name: [Tom smi
{For example, John Doe}
Windows user: [DOMAIN{Toms]| Browse...
Domain\user name
Lt PO Pttt PP pemartin, Lt pprem ponan 5 Pt B D g P manil

6. Create an additional security user to be used with SQL Replicator.

Y

. Clear the User must change password check box.

. Select the Password never expires check box.

b

c. Do not associate this account with a Windows user.

d. Add the user to each company folder you will replicate (or, create a separate user for each company).
e

. On the Roles tab, assign this user to the Application Administrator role.

© 2017 The Sage Group plc or its licensors 7
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Prepare your accounting server for replication

»

AN

7

f. Save and close the User Setup window.

User Setup 2| x
Users User Details
71 Add 53 Copy X Delete o Save Changes 5 Cancel Changes
User Nime | e Username:  [Replicator
admin {Anita Gutierrez Logon forSage Timberline Office (for example, 1Doe)
karenj  Karen Jones . :
Relicator ‘Sl Replicator Full name: |sage 5QL Replicator
toms ;Togm Smith (For example, John Goe)
Windows user: | Browse...
Domain\user name
Settings | Roles | Comparies |
User Account Settings
(" Account is unavailable
& Accountis available during the spedified period
Beginning: | 5/ 3/2017 ~]
Ending: (% Never (" By: =
Password Settings
= Set Password...
[” User cannot change password.
[V Password neverexpires.
R e e n” Ny P 7 S s B Pt T e T e g )

7. If you use record or file security, we recommend that you enable access to all files and records for this user to
avoid incomplete data replication.

Create a domain Windows account to use with replication

NOTE: This step is necessary only if you will install the SQL Server instance on a computer other than the
accounting server. You might need an IT specialist to assist with creating this account.

Create a Windows domain account to be used for running replication when SQL Server is installed on a remote
computer. Add this account to the following roles and groups:

e The local Administrators group on the accounting server.

e The local Administrators group on the computer where the SQL Server instance is installed.
e The sysadmin server role on the SQL Server instance.

About Canadian and Australian installations

If you are running SQL Replicator on a Canadian or Australian version of Sage 300 Construction and Real Estate,
you’ll need to provide credentials for a Windows user with Region set to Canada or Australia. This enables the
country-specific fields in Accounts Payable and Payroll to be replicated. This account must have local administrative

privileges on the accounting server, and must also be added to the sysadmin SQL Server role when you install
SQL Server. These steps are explained in the sections that follow.

1. In the Windows Control Panel, go to Regions.

2. On the Location tab, verify that the appropriate county is selected. Change it and click Apply if needed.

. ] Region zs
Formats | Location | Administrative

Some software, including Windows, may provide you with additional content

for & particular location. Some services provide local information such as news

and weather.

Heme location:

Canada I v

kg
ok || Caned || ey |

© 2017 The Sage Group plc or its licensors
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SQL Server Express and Standard Editions

3. On the Administrative tab, select the New user accounts check box if not already selected, and then click OK.

. ] Region

Formats | Location | Administrative

[x]

Welcome screen and new user accounts

accounts and new user acceunts,

Language for non-Unicade pragrams

text in programs that do not support Unicode.

Current language for non-Unicode programs:

English (United States)

View and copy your international settings to the welcome screen, system

This setting (system locale) controls the language used when displaying

%) Change system locale...

4. Click OK again to close the Region window.

e ] Welcome screen and new user accounts settings

The settings for the current user, welcome screen (system accounts) and new

user accounts are displayed below.

[x]

Current user

Display language:  English (United States)
Input language:
Format: English (United States)
Location: Canada
‘Welcome screen
Display language:  English (United States)
Input language:
Format: English (United States)
Location: Canada
New user accounts
Display language:  English (United States)
Input language:
Format: English (United States)

Location: Canada

English (United States) -

English (United States) -

English (United States) -

Copy your current settings to:
[¥] Welcome screen and system accounts
New user accounts

-

If you changed the country setting in step 2, you’ll need to create a new Windows user so it will have the correct
regional settings. You’ll use this Windows ID when you configure replication.

» Important information about lIS

When you first install Sage 300 Construction and Real Estate 17.1 and configure SQL Replicator, you'll be able to
access your data through Sage Construction Central from within your company’s intranet—for example, from a
computer in the accounting office—but not from outside of it, such as from a mobile device in the field. Additional

steps are required to establish Cloud access.

In order to enable the connection within your intranet, the installation process configures IIS on your accounting
server to expose SQL Server data within the same Active Directory domain. Enabling IIS on a server to expose data
outside the domain is not recommended as it presents security risks. Instead, data is synchronized to an

Azure Active Directory site, which provides a reliable and secure repository from which information can be accessed

in the field.

Continue following the instructions in this guide. Establishing access to the Cloud is covered in the section “Set up
Azure Active Directory for Sage Construction Central” on page 25.

SQL Server Express and Standard Editions

Before you install SQL Server, determine whether you can use the Express edition (at no additional cost) or you
need the Standard edition. SQL Server Express limits the size of its databases to 10 gigabytes each. Each company
folder that you replicate will be a separate database, and you can have as many databases as needed.

To determine the approximate size of your replicated data, follow these steps.

1. On the accounting server, browse to the location of your Sage 300 Construction and Real Estate company

folders.

2. Open the first company folder you want to replicate, and select the POIVData, PVData, and SMData folders.

AN

7

NOTE: You might not have all of these folders. The POIVData folder will only be present if you use Purchasing and
Inventory. The SMData will only be present if you use Service Management.

© 2017 The Sage Group plc or its licensors
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3. Right-click the selected folders and select Properties.

bl [l = 1 Construction Sample Data - |0
Home  Share  View -
- il POIVData, ... Properties X
®© - T\ | <« Sage » TIMBERLINE OFFICE » Datz » Construction Sample Data v c,| E
" General | Customize
Mame Date modified Type Size
| Config e folder J 1,106 Files, 62 Folders
. POIVData File folder
| PVData Open File folder Type: Al of type File folder
| SMData Open in new window File folder Location: All in C: \ProgramData\Sage \TIMBERLINE OFFICE'C
B 3-5-01 mont Tl Microsoft Word 9... 14KB size: 144 MB (151,071,418 bytes)
2] 01001 Found Pin to Start Bitmap image 98 KB — -
ACCUMESA s e e Sizeondisk: 144 MB (151,420,928 bytes)
= Send to
101 it 3 it
items ite P Attributes [[]Read-only
Copy [Hidden
Create shortcut
Delete
Rename
Properties |,

b

4. Make a note of the size of these three folders.

5. Next, browse to the location of the MASTER_QLM folder. This is in your installation directory, which is in the
following location by default:

C:\ProgramData\Sage\TIMBERLINE OFFICE\9.5\Accounting\Global\PVData
6. Right-click the MASTER_QLM folder and select Properties.

TENFINES: PVData =[O
Home  Share  View &
= i MASTER_QLM Properties [x]
© = 1 [ « Sage » TIMBERLINEOFFICE » .5 » Accounting b Global + PVDate v
= General | Sharing | Securty | Previous Versions | Customize |
Neme Date modified Type Size
| MASTER QLM T JAM  File folder l [mASTER QLM |
pen
| master_gm ) PM  File folder
Open in new window
master_qym PM  File folder Type File folder
»
Share with Locgiion.  C\ProgramDaia\Sage \ TIMEERLINE OFFICE\S.5
Restore previous versions
- Size 658 KE (674 521 bytes)
Include in library v
Pin to Start Size ondisk: 660 KE (675,840 bytes)
Jitems 1 item sele Send to B Cortains: 144 Files, 3 Folders
Cut
Created:  Yesterday, August 5, 2017, 6:06:14 AM
Copy
Create shortcut Atibutes: =] Read-only (Orly apples to fles in folder)
D
Rename
Properties .
b

7. Make a note of the size of the folder, and add it to the others.
(poivData) + (Pvbata) + (SMData) + (MASTER_QLM) = Pervasive database size
8. Add fifty percent (50%) to the total to estimate the size of the SQL Server database.
1.5*((pPo1IvData) + (PvData) + (SMData) + (MASTER_QLM)) = SQL Server database size

WARNING: The sum of these folder sizes should be well below 10 GB to allow for growth. If your SQL Server
database is likely to be more than 9 GB, you should obtain the Standard edition of SQL Server. Contact your
business partner for assistance.

© 2017 The Sage Group plc or its licensors 10
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Install SQL Server

You can install the SQL Server instance for SQL Replicator on your accounting server or on a different server. You
can use the Sage SQL Installer to install the SQL Server instance, configured as needed to work with
SQL Replicator. We strongly recommend you use this tool to install SQL Server.

NOTE: Sage SQL Installer does not install SQL Server Management Studio for you. If you want this console
“—| available on your server, enter “Download SQL Server Management Studio” into a search engine to download and
install it.

» To install the Sage SQL Installer on a remote server

1. In the extracted installation files for Sage 300 Construction and Real Estate 17.1, browse to this location:
AccountingServer\install\Prerequisites\SUSI.

Susl =1 15

© = 1 [l » AccountingServer b Install b Prerequisites b SUSI v ¢ [[Searchsus 2|

~ MName Date modified Type Size

- Favorites

B Deskiop = B suslexe 10/16/2017 %50 PM  Application 1,806 KB
& Downloads

LRl glacesnn, 00 prmmamnd® TP o B ol i o o e TN By @B,

2. Copy the file SUSI.exe to the server on which you will install the SQL Server instance for SQL Replicator.
3. On the computer on which you will install SQL Server, double-click SUSI.exe to install the Sage SQL Installer.

» To install the SQL Server instance for SQL Replicator

1. Log on to the computer on which you will install the SQL Server instance.
2. In the Windows Start menu, go to the Sage Administration group and click Sage SQL Installer.

Certified Report Service Setup

0
License Administration sage

ODBC Help

Sage Universal SQL Installer -

Refresh Sample Data
Product: | Sage 300 CRE
Sage SQOL Installer

Sage System Verifier

System Administrator

Upgrade Crystal Reports

3. Leave Sage 300 CRE selected and click Next. You might see a warning indicating that your server doesn’t meet
the minimum hardware requirements. We don’t recommend continuing unless your server meets all
requirements.

4. Click Next if you are ready.

© 2017 The Sage Group plc or its licensors 11
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Install SQL Server

5. Select the Automatically download check box if you want the installer to download the latest version of
SQL Express 2016 SP1 with Advanced Tools. If you already have the installation file, browse to its location.

Alternately, if you have installation media for the Standard or Enterprise edition of SQL Server 2016 SP1, select
Microsoft SQL Server 2016 from the dropdown and browse to the installation file.

= Sage Universal SQL Installer

Installation Source:

[= =

[ Microsoft® SOL Server® 2016 Express 64-bit with Advanced Tools ||

utumatica\ly download

Install location:

| Back

sage

Installation Source:

[= =

Microsoft® SQL Server® 2016 Express 64-bit with Advanced Tools ‘ =

Microsoft® SQL Server® 2016

Microsoft® SQL Server® 2016 Express 64-bit with Advanced Teols

Install location:

Back

6. Click Next. In the next window, select the type of installation.
m Selecting Basic installs SQL Server on the server’s system drive (usually the C: drive).

m Selecting Advanced takes you to Microsoft SQL Server’s installation interface so that you can customize
options as you move through the wizard.

=] Sage Universal SQL Installer = | =] = =] Sage Universal SQL Installer = | =] =
(®) Basic Install () Basic Install
This option installs the SQL instance with the Sage-required SQL This option installs the SQL instance with the Sage-required SQL
optians. There is limited customization. optians. There is limited customization.
(O Advanced Install @ Advanced Install
This option enables you to customize the installation by using the This option enables you to customize the installation by using the
Microsoft SQL installer. Microsoft SQL installer.
Note: Use mixed mode authentication. Do not change the collation Note: Use mixed mode authentication. Do not change the collation
setting (SQL_Latin1_General _CP1_CS_AS). setting (SQL_Latin1_General _CP1_CS_AS).
| Back | Next ‘ | Back | Next ‘

7. Click Next, and wait for the file to be downloaded (if you selected that option). The remaining steps depend on
whether you selected the Basic or Advanced installation option.

© 2017 The Sage Group plc or its licensors
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» Basic installation

1. The next window shows the name for the new instance. By default, this is SAGE300CRE, but you can change it.

] Sage Universal SQL Installer =& 2 B Sage Universal SQL Installer == =
Instance Name: Instance Name:
SAGE300CRE SAGE300CRE
52 Password: 52 Password:
[ Show passward Show passward b
| Back | Next | | Back | Next |

2. Enter or generate a password for SQL Server’s sa (administrative) user. In addition to sa, the Windows user
name for the person currently logged in will be added to the sysadmin server role.

WARNING: Be sure to record the sa password and save it for your records.

3. Click Next, and wait while the installer creates and configures the SQL Server instance.

» Advanced installation

You are taken to Microsoft's SQL Server’s installation wizard. You can make changes in each of the configuration
windows if needed. The options that are entered by default are the correct settings for a SQL Replicator instance.

. | FOR MORE INFORMATION: See “Appendix A: Install SQL Server using the Microsoft Installer” on page 38 for
|l | detailed information about required settings.

® SQL Server 2016 Setup == =2

Installation Type

Perform a new installation or add features to an existing instance of SQL Server 2016.

Global Rules @® Perform a new installation of SQL Server 2016
Product Updates Select this aption if you want to install a new instance of SQL Server or want to install shared
Install Setup Files components.
Install Rules () Add features to an existing instance of SOL Server 2016
=25 SAGE300CRE
License Terms § - .
Select this option if you want to add features to an existing instance of SQL Server. For example, you
Feature Selection want to add the Analysis Services features to the instance that contains the Database Engine. Features

Feature Rules within an instance must be the same edition.

L R e T Tt Y
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» Install SQL Server Management Studio

SQL Server Management Studio is not installed as part of the database engine installation.We recommend that you
download and install SQL Server Management Studio if it is not already installed on your server.

C WARNING: This procedure will require you to restart your accounting server.

1. In a search engine, type “Download SQL Server Management Studio.”

/ G download sql server mar X

& c Q & Secure | https://www.google.com/search?q=download +sql+server+management+studio&riz="1C1CHZL enl ¥ O
Go gle download sql server management studio !, Q
Al Videos News Shopping Maps More Settings Tools

About 3,530,000 results (0.74 seconds)

Download SQL Server Management Studio (SSMS) | Microsoft Docs
https://docs microsoft.com/en.../sql/ssms/download-sql-server-management-studio-ssm... ~
Jun 27, 2017 - download SSMS is free! Download SQL Server Management Studio 17.1 SSMS 17.X is
the latest generation of SQL Server Management ...

Previous SQL Server ... - Download SQL Server ... - Changelog - Release Notes

T i o N e VAT W N e e

2. Click the link to the Microsoft page and download the program.

3. When the download is finished, double-click the file and follow the steps in the wizard to install SQL Server
Management Studio. When the installation is finished, you’ll be required to restart your server.

» Create a backup system administrator

We recommend that you add a backup system administrator to your SQL Server instance. Your backup
administrator should be set up as a userin Sage 300 Construction and Real Estate and linked to a Windows ID. This
user should also have local administrative permissions on the accounting server.

1. When the server has re-started, open SQL Server Management Studio and log in to the Sage 300 Construction
and Real Estate instance.

2. Under Security, right-click Logins and select New Login.
3. Next to Login name, enter the domain and Windows ID of your backup system administrator.

4. On the Server Roles page, select the sysadmin server role.

Lr,; Microsoft SQL Server Management Studia

5. Click OK to save your changes and close the Login - New window.

File Edit View Debug Tools Window He W Login - New = | =] =
= . . e g By
| & ¥ | & New Query | Selectapage T ot~ @ Heo
# General
Object Explorer -4 x K Server Roles
Comnect~ ¥ "F # Y & : User Mapping Login pame: Domain'ser q— || Search.
= i@ LSSVR21-MP\SAGE3DDCRE (SQL Server 13.0.400) 5 Status ® Windows authentication
&) Databases () 5QL Server authentication
= ¥ Security y — =
. B Login - New -
& Server R New Login... [% Selecta page IT Scipt ~ @ Heb
& Credenti Filter » : genem\ﬂnl
Audits T — e ioles
: St Al Start PowerShell & User Mapping Server role is used to grant server-wide securty privieges to @ user,
J | K Securables
. TP P it rd
# 1 Server Objec Reports » - S e o K Status
® 1 Replication Senver roles:
% 1 PolyBase Refresh
® 1 Management
N M0 e e

6. Repeat these steps if this instance is on a different machine than the accounting server and you created a new

Windows domain account as described on page 8.
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Configure System Administrator and start replication

» Important information about SQL Server

SQL Server is installed as a Windows service. If services related to SQL Server are stopped, SQL Replicator cannot

replicate data.

e

File Action View Help

Services

N EREREE P E B

G Sewiees (Local) | B en e 1 ocal)

Sage Certified Report hlam - taty tartup Tun, og On As ~
4. 50L Full-text Filter Daemon Launcher (SAGE300CRE) Running  Manual T Service\MSSOLFDLauncherSSAGE300CRE
Stop the service &k SQL Server (SAGE300CRE) Running  Automatic IT Service\MSSQLSSAGE3DOCRE
Restart the service £ 50L Server Agent (SAGE300CRE) Disabled etwork Service
54 SQL Server Browser Running  Automatic | ocal Service
£550L Server CEIP service (SAGE300CRE) Running  Automatic T Service\SOLTELEMETRYSSAGE300CRE
£ SQL Server VS5 Writer Running _ Automatic | ocal System
71 SSDP Discovery Disabled Local Service
CJ Storage Tiers Management Manual Local System
£ Superfetch Manual Local System v

< m

Extended { Standard /

Configure System Administrator and start replication

.

NOTES:
e SQL Replicator runs as a background process in your Windows server operating system.

* Once you start using SQL Replicator and Sage Construction Central, each time you upgrade your data from an
earlier version, you'll need to re-start the SQL Replicator process, as shown in step 6 on page 17.

* If you use Sage Construction Central, you will also need to click Link to Mobile as shown in step 1 on page 22.

1. In the Windows Start menu, go to the Sage Administration group and click System Administrator.

2. If the connection window does not open, click Connect, and select the instance.

System Administrator - Sage 300 Construction and Real Estate == =

Version: 17.1.5.62

sage 300 Construction and Real Estate

R x
Replicator Configuration Connect to Microsoft SQL Server
Connect  Not Connected Link
Backup Server name: | LSSVR18-MP\SAGE300CRE | - |
Description Replicating
Restore Authentication: | Windows Authentication | - |
User name: BESTVANITI00104
Nt T St B R N s G ST [ N
®

3. For Authentication, select Windows Authentication. Your Windows domain and user name are automatically
entered for the User name.

4. Click Connect. The first time you open System Administrator, a message asks if you want to create the
configuration database.

© 2017 The Sage Group plc or its licensors
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Configure System Administrator and start replication

5. Click Yes, and wait while the database is created.

Certified Report Service
License Administration
ODBC Help

Refresh Sample Data
Sage SQL Installer

Sage System Verifier

rator

System Admi

Upgrade Crystal Reports

Connect to Microsoft SQL Server

Server name: ‘ LSSVR18-MP\SAGE300CRE

Authentication: ‘ Windows Authentication

BESTVANITI00104

User name:
Password:

©)

Cancel

Create Configuration Database Confirmation

0% Sage 300 Construction and Real Estate cenfiguration database dees not
¥ exist on server LSSVR18-MP. Click "Ves” to create it now or "Mo” to pick

another database server.

[x]

Creating Replicator Configuration Database == =
Construction and Real Estate
Preparing to create the Configuration database. This will take a few minutes.

DDLTrigger.

Alter Databa

Documentation..

Mutex

Cancel

When finished, the Replicator Configuration tab shows the list of companies in your Open Company list.

\

sage 300 C

Replicator Configuration

Backup

Restore .

onstruction and R

System Administrator - Sage 300 Construction and Real Estate

' eal Estate

Connected: LSSVR21-MP\SAGE300CRE (BESTVANIT900104) | SQL Server 2016 SP1 Express Edition (64-bit)

Pervasive Data Folder

WLSSVR21-MP\Timber|

Description

Timberline Constructior

e Office\Data\Constru

[CT=l ]

Version: 17.1.3.30

@

Link to Mobile

Replicating

No

n Sample Datal,

Timberline Electrical

Timberline Homes, Inc.

WLSSVR21-MP\Timberline Office\Data\Electrical Contractor Sample Data)| No
WLSSVR21-MP\Timberline Office\Data\Home Builder Sample Data\,

No

I Open Company ] x
Mame Description Location
P |4 rivbetive Constrtion AALSSYVATBMPATimbetine DificehData\Construction Sample Datah
imberline Electrical ALESVR18-MPATimberline Dfficet\Data\Electical Contractor Sample Datal
Timberiing Homes, Inc. AALSSYVATBMPATimbeting Difics\DatabHome Buider Sample Datah
Company: Timberline Construction
< n >
Description:
DataFolder  \\[SSVRZ1-MP\Timberline Office\Data\Col 0K Cancel | Specity Folders.. | Femove From List|  Help
Sage 300 CRE Administrator Username:  anita Password: »
Run-As Account : | Default ‘ e ‘
Start Resync
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Configure System Administrator and start replication

6. Click the first company that you want to replicate, and enter the user name and password for the user you

created on page 7, step 6.

Replicator Configuration

Backup

Description

Restore n N
Timberline Constructior

Timberline Electrical

System Administrator - Sage 300 Construction and Real Estate

sage 300 Construction and Real Estate

Connected: LSSVR21-MP\SAGE300CRE (BESTVANIT900104) | SQL Server 2016 SP1 Express Edition (64-bit)

BE |

Version: 17.1.3.30

@

Link to Mobile

Pervasive Data Folder Replicating

WLSSVR21-MP\Timberline Office\Data\Construction Sample Data\, No

WLSSVR21-MP\Timberline Office\Data\Electrical Contractor Sample Data)| No

Timberline Homes, Inc. WLSSVR21-MP\Timberline Office\Data\Home Builder Sample Data\, No
Company: Timberline Construction 5QL Database: TimberlineConstruction
Description:
Data Folder:  \\LSSVR21-MP\Timberline Office\Data\Construction Sample Data\
Sage 300 CRE Administrator Username:  anita Password: »
Run-As Account : | Default "‘
Start Resync

regional setting is for the United States. Otherwise:

. For the Run-As account, you can leave it as Default if the SQL Server instance is local, and your server’s

m [f the SQL Serverinstance is remote, set the Run-As Account to Other and enter a Windows domain user
ID with administrative privileges on the remote server and the accounting server.

m  For Canadian and Australian installations, set the Run-As Account to Other and enter the Windows
credentials for a user whose region is set to the appropriate country. See “About Canadian and Australian

installations” on page 8.

. Click Start, and wait for replication to start.

System Administrator - Sage 300 Construction and Real Estate
sage 300 Construction and Real Estate

Replicator Configuration

Backup
Pervasive Data Folder

Description

Restore

Connected: LSSVR21-MP\SAGE300CRE (BEST\ANIT900104) | SQL Server 2016 SP1 Express Edition (64-bit)

- | O x

Version: 17.1.3.30

®

Link to Mobile

Replicating

Timberline Constructior
Timberline Electrical

Timberline Homes, Inc.

WLSSVR21-MP\Timberline Office\Data\Construction Sample Datal, Yes
YWLSSVR21-MP\Timberline Office\Data\Electrical Contractor Sample Data' No

WLSSVR21-MP\Timberline Office\Data\Home Builder Sample Data\, No

Sage 300 CRE Administrator Username:  anita
Run-As Account :

Default

View Status

Company: Timberline Construction SQL Database:  TimberlineConstruction
Description:
Data Folder: WLSSVR21-MP\Timberline Office\Data\Construction Sample Data

Password: o

Stop

You can click View Status to see the replication log.

9. Repeat these steps for each company you plan to replicate.

© 2017 The Sage Group plc or its licensors



Sage SQL Replicator and Sage Construction Central Setup Guide Configure System Administrator and start replication

71 NOTES:
e Each company folder that you replicate is copied to a new database in SQL Server. The replication runs
continually as long as the SQL Server instance is running and the credentials you supplied to
System Administrator are valid.

e For more information about the status log, see “What happens during replication?” on page 29

10. To see the background replication processing, open Windows Task Scheduler and click the Sage 300 CRE
folder. Each company folder is represented by its own task in this window. If you stop replication for a company,
it disappears from this list.

@ Task Scheduler - O] x
File Action View Help

@« nE

() Task Scheduler (Local) Name Status  Triggers Actions
# L Task SchedulerLibrary || o ;00 pepl GoldCosstGroup Running At 11:50 AM on 6/15/2017 - Aftertrig | Sage 300 CRE -
¥ p. gz Repl_TimberlineCenstruction  Running At 7:55 AM on 6/23/2017 - Aftertrigd | 5] Crete Basic Tesk
% Sage Repl TimberlineElectrical Running At 2:27 PM on 6/28/2017 - After trigg P
& reate Task...
Import Task...

[ Display All Running Tasks

& Disable All Tasks History

MNew Folder...

X Delete Folder

View »
Refresh

Help

BB

11. Click Link to Mobile to link your replicated company folders to Sage Construction Central.
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Backing up and restoring with System Administrator

Now that you’ve upgraded to Sage 300 Construction and Real Estate version 17.1, you’ll need to use

System Administrator to configure and run your regular backups. Restoring a Sage 300 Construction and

Real Estate backup requires not only the files in your data folders, but also files and registry keys from numerous
areas in your server environment. With the addition of the SQL Server database and Sage Construction Central
website, these additional components are critical to your ability to successfully restore from a backup. Without them,
your data cannot be restored.

up and restore data in version 17.1 and beyond?

i ] FOR MORE INFORMATION: See the Knowledgebase article How do | use the System Administrator to back

© 2017 The Sage Group plc or its licensors 19
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Activate Licenses and set up Sage Construction
Central users

7 NOTES:

e In order to activate licenses, your server must have access to the Internet. If your organization’s policy requires
servers to be blocked from the Internet, and you won’t connect to Sage Construction Central from devices outside
your network, you can disconnect it immediately after you activate your license.

* License Administration connects to the Sage licensing system at least once a year to verify that licenses are still

active. If your server is generally not connected to the Internet, your licenses could expire after one year. To re-
activate licenses, contact Support through one of the means described in the Knowledgebase article 17540.

» Activate licenses

1. On the Home page, in the Sage Administration group, click License manager.

2. Enter your information in the Sage Client ID and Registration Name boxes.

() License Administration =1 151!
Certified Report Service Setup AU e e Ol a
sage 300 Construction and Real Estate @
License Administration Registration information
B Sage Client ID Save and Update
ODBC Help
Registration Name
c United Stat
Refresh Sample Data Country nited states
Version 17.1.10 Rev 10
Sage SQL Installer Service Plan Expiration  12/29/3000 Deauthorize Server
System ID BXPLVUEK Advsnced Dptions
m The table on this tab shows information about the uses for each application.
- You can manually change the number of allocated uses by typing in that column and dlicking [Update].
Mobile Licenses  Tg automatically allocate all uses for all applications, click [Allocate All Uses].
To automatically allocate one use for all applications, click [Allocate One Use].
Alocse Alluses | | Alocote e Use
Application Allocated Uses | Unallocated Uses | Total Uses

3. Click Save and Update. Allocate uses based on your organization’s needs.

(2] Automatically Allocate Uses? | =8| X

How would yeu like to allocate the uses of the software applications?

Allacate All Uses| | Allocate One Use. Cancel

= Click Allocate All Uses if you will not install Sage 300 Construction and Real Estate on any other server
(including a test server).

= Click Allocate One Use if you need to install Sage 300 Construction and Real Estate on more than one
server, such as a test server or regional production server. Once you allocate a single use, you can edit the
number of uses available to this server.

AN

& NOTE: For the accounting system, the uses assigned to a server are available to users logging in to the system on
“—| afirst-come, first-served basis. If two uses are available, the first two users to log in will be able to use the system.
The third user will not be able to use the system until one of the uses is freed up.
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4. The licenses are applied based on your selection. If you selected Allocate All Uses, the total number of uses
appears in the blue column, with Unallocated Uses set to zero.

You can manually change the number of allocated uses by

To automatically allocate one use for all applications, click

Allocate All Uses. Allocate One Use

Y T N N VY S v,

The table on this tab shows information about the uses for each application.

Mobile Licenses  Tg automatically allocate all uses for all applications, click [Allocate All Uses].

typing in that column and clicking [Update].

[Allocate One Use].

If you selected Allocate One Use, yo

Application Allocated Uses | Unallocated Uses | Total Uses Type Expiration
Accounts Payable 3 0 3 Mon-subscription
General Ledger 3 0 3 Non-subscription
Property Management 3 0 3 Mon-subscription
ot nammm 4 Mt o PRI palP_ pon T s

U’ll see one use listed in the blue column, with the remaining number of

uses in the Unallocated Uses column. To adjust the number of uses applied to this server, adjust a number in
the blue column, and click Update. The remaining unallocated uses are available to use on a different server.

Mobile Licenses ' Tg autamatically allocate all uses for all applications, click
To automatically allocate one use for all applications, click

Allocate All Uses. Allocate One Use

Application Allocated Uses | U
Accounts Payable 1
General Ledger 1
Property Management 1

A PN PN T A e T N N i it I e N A e A

The table on this tab shows information about the uses for each application.

You can manually change the number of allocated uses by typing in that column and clicking [Update].

[Allocate All Uses].
[Allocate One Use].

» Assign Mobile licenses

nallocated Uses | Total Uses Type Expiration
2 3 Non-subscription
2 3 Mon-subscription
2 3 Non-subscription
T S e e I R L
Licenses The table on this tab shows information about the uses for each application.
_ You can manually change the number of allocated uses by typing in that column and clicking [Update].
Mobile Licenses  Tg automatically allocate all uses for all applications, click [Allocate All Uses].
To automatically allocate one use for all applications, click [Allocate One Use].
Allocate All Uses Allocate One Use Update
Application Allocated Uses | Unallocated Uses | Total Uses Type Expiration
Accounts Payable 3 Non-subscription
General Ledger 3 Mon-subscription
Property Management 3 Non-subscription
[N S

users who are set up in Sage 300 Construction and Real Estate security

. NOTE: Mobile licenses are assigned differently than for the accounting system. Mobile licenses must be assigned

to specific Windows IDs corresponding to

and mapped to that ID. This means that only assigned users can access Sage Construction Central; uses are not

available on a first-come, first-served basi

is as they are in the accounting system.

1. To assign Sage Construction Central
Add User.

B T e N et T N e e R N

Licenses The table on this tab shows information about the uses fol
Click the + sign next to the application name to see the user names of people authorized to use that application.
Ll 1f you add or remove users, click [Update] to save your changes.

Application Assigned Uses | Allocated Uses| Unallocated Uses| Total Uses | Type Expiration
i Mobile Designer 0 3 0 3 Mon-subscription
# | Mobile Insights 0 3 0 3 Non-subscription
= | Mobile Project 1 3 0 3 Mon-subscription

users, click the Mobile Licenses tab. Expand Mobile Project, and click

r each mobile application.

I Remove Selected Users

LY N R I Y i T L

2. Add the users who will access Mobile Projects data.

3. Click Update to save your changes.

© 2017 The Sage Group plc or its licensors
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Test Sage Construction Central from your intranet

Once your data has been replicated, you can browse to the Sage Construction Central site from inside your network
to verify your data. The URL for this site requires you to know the fully qualified domain name for your server. The
URL follows this pattern: http://FullServerName:8080. For example, if your server is sageserver.example.com, the
URL is http://sageserver.example.com:8080.

WARNING: Use this internal URL only for testing that your Sage Construction Central is working properly. To use
the site securely, you must set up the Azure Active Directory site as explained starting on page 25.

3 NOTES:
* Before you can log on to Sage Construction Central, your company’s data must have finished replicating.

* The Sage Construction Central site uses port number 8080 by default. If this port is already in use on your
accounting server, you can change the port used by Sage Construction Central.

¢ By default, Windows servers have Enhanced Security enabled for Internet Explorer. If you want to use Internet
Explorer to verify the Sage Construction Central website from the accounting server, you'll need to disable it. See

the following link for more information:
https://prajwaldesai.com/disable-ie-enhanced-security-in-windows-server-2012-r2/

1. In System Administrator, click Link to Mobile if you have not already done so. This links Sage Construction
Central to your SQL Server instance.

System Administrator - Sage 300 Construction and Real Estate

Version: 17.1.3.30

sage 300 Construction and Real Estate

Replicator Configuration
Connected: LSSVR21-MP\SAGE300CRE (BEST\ANIT300104) | SQL Server 2016 SP1 Express Edition (64-bit) Link to Mobile
Backup
Description Pervasive Data Folder Replicating
Restore
Timberline Constructior WLSSVR21-MP\Timberline Office\Data\Construction Sample Datal, Yes
Timberline Electrical |\\LSSVR21-MP\TimberIine Office\Data\Electrical Contractor Sample Dala‘l No
Timberline Homes, Inc. WLSSVR21-MP\Timberline Office\Data\Home Builder Sample Data\, No

i W R T oV W N P, VN ¥
2. If your SQL Server instance is installed on a server other than your accounting server, follow these steps.
(Otherwise, skip to step 3.)

a. In Windows Explorer, browse to the Shared folder in the installation director for Sage 300 Construction and
Real Estate. By default, this is C:\Program Files (x86)\Timberline Office\Shared.

b. Double-click the file RemoteSQLServiceAccountConfigurationTool.exe.

a2’ Remote SQL Service Account Configuration Tcx}ll;li-

Remote SQL Credentials

SQL Instance: | v]
Integrated Security

Service Account Credertials

Service Account: | v

Password: | |
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Set up security for Sage Construction Central

c. Enter the location of your SQL Instance, as well as domain credentials for a Windows user with
administrative access to the remote location of your SQL Server instance and your accounting server.

d. Click OK when you are finished. This utility changes the login account for the Sage Remote Print service

and the Sage Worker Engine service to the login used for the SQL Replicator process.

3. Open a browser and go to your Sage Construction Central site. You'll be required to enter the Windows

credentials for one of the users you added on page 21, step 1.

/ €Y Cresoo x

&« C | ® Issvr18-mp.best.adinternal.com:8080/dashboarc T

= Construction Central g Timberine Construction~ 1 e o * 0
Search

Support Help

# Home

Projects

7 12

B Projects

‘ + ATTACHMENTS -
‘ + OBSERVATION

+ FIELD REPORT ‘

Set up security for Sage Construction Central

In Security Administration, task permissions are available for use with Sage Construction Central. These
permissions are independent of the corresponding permissions in Project Management or Address Book.

e You can grant access to areas under Mobile Projects without granting access to the corresponding

Project Management permissions.

e Likewise, the Mobile Address Book > Quick Add Contact and Mobile Address Book > Set Up Contact

permissions are not linked to the Address Book > Set Up permissions.

Role Details

] Save Changes ‘) Cancel Changes

Mame: |Mub||e Projects

Description: |Mub||e Projects

Tasks | Users |
Role Details
Select the tasks associated vith this role.
% [Jopec 7 Details A Save Changes 5 Cancel Changes

[®] Reports and Inquiries Tasks: Sage 300 Construction and
Real Estate Deskiop Tasks

Name: IMnbME Projects

[] Payroll

Description: IMnbME Projects

[] Property Management

Tasks | Users |

[] remate Time
Select the tasks associated with this role.

[] report Designer
[] Service Management =[] Project Management

&
-

#-[] Project Management
-

G Role Details
-

1 Details J Save Changes ‘) Cancel Changes

[m] Mobile Projects #-[] P1settings
RFIs =[] pocuments

Tasks: Sage 300 Construction and

Real Estate Desktop Tasks D

|Mum\e Projects

Descriptian: |Mum\e Projects

Tasks | Users |

@[] Cost w-[ ] Transmittals

[] bocuments #-[_] Corresgondence Log
#-[ ] Log and Documents tc
#-[] DrawifgLog
i

-] Field Reports
[] Project Administrator

Mobile Inteligence || Meetin binute: =[] Tasks

E-MRepors | [ | ] = [ rFIs = -] Common Tasks
Report Manager -] Submittals [[] 5age Desktop

Mobile Address Book =[] Field Reports ] Accounts Payable

T15QL Data Access ["] send Time to Payrol [ | Accounts Receivable

[ ap1s o +[] Finalize Field Reports L] Address Book

RT-_] Custom Logs

Select the tasks associated with this role.

> =[] setup
T T Contract Contral i Company
#-[] setup v L[] Person
< m > #-_| Tools
[] giling
-] Cash Management
[] Contracts

] Document Management
[] Equipment Cost

-] Finandial Statements
[] General Ledger

~

Details

Tasks: Sage 300 Construction and
Real Estate Deskdop Tasks
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Set up security for SQL-based reports

Set up security for SQL-based reports

If your users will need to view reports generated from the SQL Server data, you need to add permission to the
appropriate tables in SQL Server to their role. Under SQL Data Access > Read Access, select the relevant tables

for each role.

Role Setup

? x

Roles

T]Add 53 Copy X Delete
Accounts Payable

Role Details
[l Save Changes 5 Cancel Changes

Name: IMohiIe Projects

Application Administrater |

Security Administrator Description: IMohiIe Projects

Tasks | Users |

4[] Mobile Projects

4[] Mobile Address Book

= SQL Data Access

=[] Read Access

AB Master tables
AP Invoice tables

AP Master tables
AP Reprint tables
AP Standard tables

AP Tssue tables
AR Activity tables
AR Master tables
AR Standard tables

< ]

Select thetasks associated with this role.

AP Lien-Waiver tables

AP Transaction tables

AR Transaction tables

>

~

Details

Tasks: Sage 300 Construction and

Real Estate Desktop Tasks

About record-level security with mobile applications

If your company uses record- or file-level security, you can activate these options for the mobile applications
independently from the accounting applications. For example, you might want to implement record-level security for
jobs in Sage Construction Central, but not for Job Cost in the back office.

- Record Security Setup

Activation | CM Bark Account | GL Company | Job |

[[] Activate record security for Accounting applications
[w] Activate record security for mobile applications and SOL

[ Give all users acoess to recards with blank security IDs

Securable Record Types
[ €M bank account
[ GL prefix

[ Jobs

(= |

File Security Setup

(= |

To restrict access to a file, assign a role to the file. Only users
to access the file.

T a file is not in the grid, click [Find File] to locate the file and add it to the grid.

with the role have permission

~

Company: Timberline Construction ~ FEind File...
Application File Type | File Name Role
Job Cast Master master JCM | (None) e
Job Cast Transaction current JCT | (None) [~]
Job Cast Transaction new.JCT (Hene) ]
Job Cast ssue issue JCZ i(None) [~]
Froject bi Correspond | corresponden | (None) B
Project Management : Document  document.FJ i (None) =]
Eroject FieldReport ~ Fisldrieports  J{Hone) <
Project Management : Log log PIL (None)
Froject b Master master P
Project Management : View view PV T o
Fayrali Master master. PRM ¢ (None) =]
Payroll System  systemPRS | (None] [~]
Fayrall Transaction ' currentPRT | (Nene) ]
Payroll Transaction rnew PRT (None) [~]
Fayrall Tax tax PAX (Hene) ]
Remote Time Entry  ; Master master ATM | (None) [+]
Remote Time Entry + Time curentRTT Nong) ]
Tax Master master XM | (None) [~]

v

_ ok | concel |

e
&

4

If you use file-level security, Sage Construction Central users need permission to the Address Book files plus the
files related to other mobile modules you’ve implemented (for example, Job Cost or Project Management).
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Set up Azure Active Directory for Sage

Construction Central

To access Sage Construction Central from outside your network, you’ll configure a Microsoft Azure application to
connect to your accounting server. To do this, you need an Azure Active Directory Basic account, which is
provisioned for you automatically when you purchase a subscription to Sage Construction Central.

AN

z NOTE: Azure Active Directory Basic accounts are provisioned based on your country: the United States, Canada,
or Australia.

» Publish your Sage Construction Central site to Azure

1. From your accounting server, open an Internet browser and go to https://portal.azure.com. Sign in if needed.

2. If you are asked to change a temporary password, supply the Microsoft account credentials that you received

in your welcome email. Be sure to record this information once you enter the new password.

Dashboard ~ -+ Newdashboard

New
Dashboard

8 Al resources
Resource groups
App Services
Function Apps
SOL databases

€ Azure Cosmos DB

Virtual machines

Load balancers

O Searc

All resources
ALL SUBSCRIPTIONS

~

Mo resources to display

Try changing your filters if you don't see what you're looking
for, Leam more[3

Create resources

Storage accounts
Virtual networks
Azure Active Directory

G‘ Monitor

'{’ Service Health

ﬂ[ Marketplace

3. On the left, click Azure Active Directory.

4. In the next window, click Application proxy.
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# Editdashboard () Share " Fullscreen  (# Clone  [il Delete

Quickstart tutorials

Windows Virtual Machines 3
Provision Windows Server, SOL Server, SharePoint Vs

Linux Virtual Machines 4
Provision Ubuntu, Red Hat, CentOS, SUSE, Core0S VMs

App Service &
Create Web Apps using .NET, Java, Nodejs, Python, PHP

Functions [4
Process events with a serverless code architecture

SQL Database @
Managed relational SOL Database as a Service

@)
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5. Click Download connector.

© azure - Application proxy

Function Apps 0 Searct =+ e
SQL databases =
O Overview
Azl C DB .
e Cosmos Zi' Quick start
Virtual machines L]
MANAGE

Load balancers .
£ Users and groups

. ¥ .
Storage accounts i Enterprise applications

Virtual networks

8 App registrations

Azure Active Directo. L n i} Application proxy

azure (default directory) - Application proxy

E W Download can'@lor &/ Enable application proxy

Application proxy provides single sign-on (550) and secure remote access for web applications hosted on-
premises. Learn more about Application Proxy

On-premises applications

E#% Looking to create or manage an on-premises app? Head to Enterprise Apps

Connector groups and connectors

Connectors establish a secure communication channel between your an-premises network and Azure.

CONNECTOR P STATUS
Monitor & 4 Licenses No results.
‘ Azure AD Connect

6. Review the information on the connector download page. Your accounting server should already be on a

supported operating system.

=. Microsoft

Azure AD Application Proxy Connector Download

Download and install the Application Proxy connector to enable a secure connection between applications

inside your network and the Application Praxy. Only one installation is necessary to service all your
published applications; a second connector can be installed for high availability purposes.

System Requirements

* Operating systems:
o Windows Server 2012 R2
o_Windows Server 2016

* Make sure the connector's communication with the Application Proxy is not blocked by a firewall.
To check that all required ports are open, please try our port check toal.
e The connector must have access to all on premises applications that you intend to publish

Installation Instructions

To install the Application Proxy connector, download the connector installation package and install it on a
local, designated machine.

Related Resources
For more infarmation on the Application Proxy connector, see our online content.

¥ | accept the license terms and privacy agreement

Download ‘h (64 bit version)

Work with your system administrator to
ensure the necessary ports are open to
outbound traffic.

. | FOR MORE INFORMATION: The outbound ports required for the application proxy are described in the Microsoft
I | article Get started with Application Proxy and install the connector.

7. Accept the license agreement, click Download, and follow the instructions to install the connector.

© 2017 The Sage Group plc or its licensors
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8. When the installation is finished, return to the Azure portal page (https://portal.azure.com) and refresh it. You'll
see your connector associated with your accounting server. This means the connection was successful.

Now you’ll publish your Sage Construction Central website to Azure.

© sage software, inc. - Application proxy

sage software, inc. - Application proxy

9. On the left, click Enterprise Applications.
10. Click New application.

Overview

5* Quick start

MANAGE

Users and groups

®  Enterprise applications {m

App registrations

e sage software, inc.

Enterprise applications

= New connector group

Application proxy provides single sign-on (S50) and secure remote access for web applications hosted on-
premises. Learn more about Application Proxy

On-premises applications

% Looking to creste or manage an on-premises app? Head to Enterprise Apps

Connector groups and connectors

Connectors establish a secure communication channel between your on-premises network and Azure.

» Enterprise applications

== New application

Total apps

30

W Download connector

MANAGE

LN |

® Disable application proxy

1 Application proxy CONNECTOR 1P STATUS
% Licenses  Default
Azure AD Connect SERVER.orbdevlocal 205.23417.32 @ Active
&= Domain names
o o MAGRAYY M 30 MM fl Lo s Pttt PP i o o i i e P

e A A Bt

11. Select a category; you can choose any category you want. In this example, we chose Project Management.

12. Click On-premises application.

© sagesoftware,inc. > Enterprise applications > Categories > Add an appli

Categories

Add an application

© 2017 The Sage Group plc or its licensors

Education (109)
ERP (59)

Finance (250)

Health (53)

Human resources (233)
IT infrastructure (148)
Mail (31)

Marketing (200}

Media (67)

Productivity (170)
Project management (61)
project-management (1)
Security (98)

Social (31)

Add your own app

mmE A t

amg ﬁp|::l\ca.\cww

Wiy youre
developing

Register an app you're

working on to integrate it

with Azure AD

Add from the gallery

Enter a name

=,". On-premises
M’ application

Configure Azure AD
Application Proxy to
enable secure remote

access

)

=II Non-gallery
ol application

Integrate any other
application that you don't
find in the gallery

ER-

10,000ft Plans.

Spm

Accessline
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13. Enter a display name for your application. This can be your company name or some other name that makes

sense to your employees. This example shows a company called Sage Construction:

»  sage software, inc. > Enterprise applications > Categories > Add an appli

Add your own on-premises application # 0O X

& 2dd ¥ Discard
=

o Application Proxy provides single sign-on (SS0) and secure remote access for web 3

applications hosted on-premises, Click here to learn mere about Application Proxy.

-, * Name @ [ sageCenstnuction v . s
& Internal Url is your server’s name followed by a colon (:)

* Internal Url @ http://lssvr18-mp.best adinternal.com: v

‘ Lot mp e el comeien | and the port number (usually 8080).
¥ https:// v | | sageconstruction v | | -chadlivengoodsag... v ) )
= T [Fesrimsonmeion dstergonase msrorer ]  EXternal Url is the public, Internet address for your Sage
Construction Central site.
<« Pre Authentication @ Passthrough v
W

= Translate URL in Headerst@ | Aure Active Directory
L 4 Backend Application Timeout® | Default v
= Connector Graup @ Default v

14. For the Internal Url, enter the URL you established for your site on page 22. This entry must include the port,

:8080, as part of the address.

Notice that the public URL for your site will be a combination of the entries in the window above:

https://applicationname-accountname.msappproxy.net

15. For Pre Authentication, select Passthrough. You can leave the remaining options as they are.

16. Click Add. After the application is created, you'’re taken to the Enterprise Application page. You don’t need to

modify anything else in this window.

Ure sage software, inc. > Enterprise applications > Categories > Add an application r:. Se

tion - Quick start

Enterp

(7 be

| Overview (recommended)

= Learn about the steps and concepts required to integrate SageConstruction

5 Quick start with Azure AD.

MANAGE

o Assign a user for testing (required)

M Properties Choose a single user account under your contral o test single sign-on to
. SageConstruction.

A Users and groups

17. Open the URL in a browser to make sure it's connected.

& C 0 @& Secure | httpsi//anitasconcrete-chadlivengoodsage.msappproxy.net/dashboard

Construction Central g Timberline Construction + 1 ANIT900104 +

Home
Projects
Projects
Field Reports 7 1 2 All Jobs
RFIs + ATTACHMENTS -

+ FIELD REPORT
+ OBSERVATION

+ RFI
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What happens during replication?

This section describes what happens during replication, how security roles and users are replicated, and attributes
of the new databases.

Databases in the SQL Server instance

When you install Sage 300 Construction and Real Estate 17.1 on your accounting server, you must be logged in as
a local administrator, and the server must be on a Windows Active Directory domain.

The Windows domain user who installs the SQL Server instance (page 11) is added as a server login and assigned
to the sysadmin server role. That user, plus the built-in SQL Server sa user, are the only two logins with full
administrative permissions to the SQL Server instance or to System Administrator.

FOR MORE INFORMATION: To learn more about SQL Server security, see the Microsoft article on Server and
Database Roles in SQL Server. To add backup system administrators, see “Create a backup system administrator”
on page 14.

When you connect Sage 300 Construction and Real Estate to the SQL Server instance through

System Administrator (page 15), the SageCREGIobalConfiguration database is added to the instance. This is the
configuration database for SQL Replicator, and—as with all databases—it should never be modified directly in
SQL Server Management Studio. Make all changes in System Administrator or Sage 300 Construction and

Real Estate.

Once you configure and start replication, each company folder that you replicate is represented by a separate
database on the SQL Server instance.

Object Explorer -3 x
Connect~ ¥ ¥ (VB

= i@ LSSVR1Z-MP\SAGE300CRE (SOL Server 13.0.4001 - BEST\
Databases

System Databases
Database Snapshots
% @ GoldCoastGroup
= | SagedpplicationTelemetry
% @ SageCREGlobalConfiguration
% | TimberlineConstruction
% |@ TimberlineHomesinc
Security
Server Objects
Replication
PolyBase
Management

New Row_ID and Row_Version fields

Each Pervasive table now has two additional fields, Row_ID and Row_Version, which are used during replication
to identify changes to the data. Modifications to the data resulting from Sage 300 Construction and Real Estate
processing cause these fields to be updated. When the replication process scans tables, it compares the values in
these fields to the values stored in the SQL Server data.
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The replication status log

Mobile Projects

The replication status log

Once you start replication, you can click View Status in System Administrator to see the log. Replication proceeds
in the sequence described below.

Replicator Configuration

System Administrator - Sage 300 Construction and Real Estate

sage 300 Construction and Real Estate

Connected: LSSVR21-MP\SAGE300CRE (BESTVANIT900104) | SQL Server 2016 SP1 Express Edition (64-bit)

- | O x

Version: 17.1.3.30

@

Link to Mobile

Backup
Description Pervasive Data Folder Replicating
Restore
Timberline Constructior WLSSVR21-MP\Timberline Office\Data\Construction Sample Data\, Yes
Timberline Electrical WLSSVR21-MP\Timberline Office\Data\Electrical Contractor Sample Data)| No
Timberline Homes, Inc. WLSSVR21-MP\Timberline Office\Data\Home Builder Sample Data\, No
Company: Timberline Construction SQL Database: TimberlineConstruction
Description:
Data Folder: \WLSSVR21-MP\Timberline Office\Data\Construction Sample Data

Sage 300 CRE Administrator Username:  anita

Run-As Account : | Default =

View Status Start Stop

1. Each time replication starts, schema information is read from the Pervasive data. Any changes to custom fields,
custom descriptions, or record and file security are incorporated at this time.

N

Once schema information is saved, replication enters BC, or Bulk Copy mode. All data from all tables is copied
into the SQL Server database, starting with the QXM security information, and then proceeding alphabetically

through all tables.

Connecting to SQL Serwver "LSSVR21-MPA\SAGE30O0CRE".
Starting replication for Timberline Construction.
From "\\L35VRZ1-MP\Timberline Office\Data‘\Construction 3ample Data\"”
To SQL Database "TirberlineConstruction”.

Loading schema information from tsSimba

Loading schema information from SM

Loading schema informaticon from POIV

Saving schema information.
BC => TS_MODE_COLUMN_NZME 14,239 row(3) in 3,385 ms 4,207 rows/sec.
BC => TABLENAME FILEFULLPATH 457 row(z) in 2,203 ms 207 rows/3ec.
BC =»> FILEINFO 59 row(3) in 2,851 ms 20 rows/sec.
BC =»> CTL_TS__ COMPRANY INFCEMRTION 1 row(s) in 1,542 ms 0 rows/sec.
BC => QM MASTER AUTHENTICATION POLICY 1 row(s) in 1,157 m= 0 rows/sec.
BC => QM MRSTER SECURITYUSER 1 row(s) in 2,814 ms 0 rows/sec.
BC => QXM MASTER__SECURITYROLE 7 row(3) in 3,745 ms 1 rows/sec.
BC => QXM MASTER__SECURITYROLESECURITYUSER 7 row(3z) in 2,506 ms 2 rows/sec.
BC => (QFM MRSTER SECURITYACTIVITY 2,687 row(z) in 3,411 ms 787 rows/3ec.
BC => QFM MRASTER SECURITYACTIVITYCATEGORY 2,200 row(z) in 3,567 m= 616 rows/sec.
BC =»> QXM MRSTER ACTIVITYIOCATEGORY 2,691 row(z) in 3,879 ms 693 rows/gec.
BC => QM MRSTER SECURITYROLEACTIVITY 2,684 row(s) in 2,382 m= 1,127 rows/sec.

Starting initial bulk-copy replication.
BC => BRBM MASTER COMFRNY 98 row(s) in 1,013 ms 96 rows/sec.
BC => RBM MASTER COMPANY CUSTOM FIELDS 0 row(s) in 1,068 ms 0 rows/sec.
BC => RBM MRSTER COMPRNY PERSON_ADDRESS 274 row(3) in 1,243 ms 220 rows/sec.
BC => RBM MRSTER COMPRNY TRRDE 59 row(3) in 1,505 ms 3% rowa/sec.
BC => RBM MASTER CONTACT 244 row(s) in 1,474 ms 165 rows/sec.
BC => RBM MRSTER GROUFP 36 row(s) in 1,541 ms 23 rows/sec.
BC => RBM MASTER GROUP MEMBER 119 row(s) in 1,714 ms 69 rows/sec.
BC => RBM MRSTER PERSON 110 row(s) in 1,591 ms 69 rows/sec.
BC RBM MRSTER PERSON CUSTOM FIELDS 0 row(s) in 704 ms 0 rows/sec.
BC addchg 3 row(s) in 322 ms 9 rows/sec.
BC AGREEMENT 3 row(s) in 183 ms 16 rows/sec.
BC QuIP 2 row(3) in 297 ms & rows/sec.

B e T L e e I ot koA
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3. Once the bulk copy cycle is completed, row-level security (RLS) is applied.

4. Replication enters RC, or RAM Journal mode. All tables and rows are scanned for differences in the Row_ID
and Row_Version fields.

LT N, NP . U o e W o S NPT T SR e s P . W T N W A e PR Ry P P
BC => QM MASTER SECURITYACTIVITYCATEGORY 2,200 row(s) in 2,875 m= 765 rows/sec.
=> QM MRSTER ACTIVITYTOCATEGORY 2,691 row(s) in 2,213 ms 1,215 rows/sec.
BC => QXH?MASTERisECURITYRDLEACTIVITY 2,691 row(s) in 2,673 ms 1,007 rows/sec.
Configuring RLS
Optimizing database for maximum performance! .

Lpply new security permissions

Starting change scanning.

RJ => RBM MASTER COMPENY 99 row(s) in 323 ms 307 rows/sec. I: 0 U: 0 D: 0
LBM MRSTER COMPRNY PERSON ADDRESS 274 row(s) in 2583 ms 838 rows/sec. I: 0 U: 0 D: 0
ABM MASTER_ | COMPANY TRADE E 59 row(3) in 374 ms 158 rows/sec. I=0 U: 0 D: a
ABM MASTER__CONTACT 245 row(3z) in 278 ms 881 rows/sec. I=0 U: 0 D: a
LBM MRSTER GROUFP 36 row(3) in 321 ms 112 rows/sec. I 0 U: 0 D: 0
LBM MRSTER GROUP_MEMBER 119 row(z) in 274 ms 435 rows/gec. I 0 U: 0 D: 0
LBM MRSTER__PERSON 110 row(z) in 286 ms 385 rows/a3ec. I 0 U: 0 D: 0
API_NEW__BATCH 0 row(s) in 308 ms 0 rows/sec. I: 0 U: 0 D: 0
LPI_NEW__CHECK 0 row(s) in 264 ms 0 rows/sec. I: 0 U: 0 D: 0
APT_NEW__CREDIT_CARD_ FAYMENT 0 row(s) in 355 ms 0 rows/sec. I: 0 u: 0 D: a
AFT_NEW__DIST_PAYMENT 0 row(s) in 288 ms 0 rows/sec. I: 0 u: 0 D: a
APT_NEW__DISTRIBUTICN 16 row(3) in 253 ms 63 rows/sec. Iz 0 u: 0 D: a
RPT_NWEW__ELECTRONIC PAYMENWT 0 row(s) in 351 ms 0 rows/sec. I: 0 u: 2 o: 0

INVOICE 8 row(z) in 330 ms 24 rowa/sec Iz 0 U: 0 D: 0

%

o

Once a full cycle through the tables is completed in RC mode, the log simply reflects the number of scans with
date and time of completion until new data is found.

N N e sl WO TS Mmﬁwwa .
BC => TS5 PREFERENCE 1 row(s) in 1,037 m 0 rows/sec. M"H_IJ\
BC =»> TS5 RELATIONSHIP 2,560 row(s) in 1,526 ms 1,677 rows/sec.

RJ => TEM MRSTER TAX GROUP 3 row(s) in 360 ms 2 rows/sec. I: 0 U: 0 D: 0

RJ =» TXH MASTER TAX RATE 3 row(s) in 348 ms 8 rows/aec. I=0 U: 0 D: a

RJ =» CTL TS CUSTDMIL.ISTS 229 row(3) in 289 ms 792 rows/sec. I=0 U: 0 D: a

Scan complete: Last completed Sun, 06 Aug 2017 12:34:00 GMT E
Scan complete: Last completed Sun, 06 Aug 2017 12:34:10 GMT
Scan complete: Last completed Sun, 06 Aug 2017 12:34:20 GMT

Scan complete: Last completed Sun, 06 Aug 2017 12:35:00 GMT

Fea™ -Gl enes 335, M““"WWWW/M‘JWMQ

o

When replication finds differences in the Row_ID and Row_Version fields since the last scan, the status log
reflects the number of insertions (I), updates (U), and deletions (D). The changes are then replicated to
SQL Server. For example, entering an Accounts Payable invoice results in the following log entries:

fv-h S T S S B WMWMW\}W%WMM
Bpply new security permissions

RJ => RPI NEW BATCH 1 row(s) in 18,102 ms 0 rows/sec. I: 0 U: 1 D: 0

RJ => APT_NEW__DISTRIBUTICN 17 row(3) in 19,989 ms 0 rows/sec. I=1 U: 0 D: a

RJ => API_NEW__INVOICE 8 row(s) in 1,440 ms 5 rows/sec. I=0 U: 0 D: a

RJ => APT_NEW__TAX DIST_ PAYMENT 0 row(s) in 1,586 ms 0 rows/sec. I=0 U: 0 D: a

RJ => BPM MRSTER | BATCH 47 row(3) in 17,648 m=s 2 rows/gec. I:1 U: 0 D: 0

RJ => RPM MRSTER DISTIRIEUTION 251 row(z) in 16,921 m=s 14 rows/sec. I:2 U: 0 D: 0

RJ => RFM MRSTER INVOICE 217 row(s) in 16,801 ms 12 rows/sec. I:1 U: 0 D: 0

RJ => APM MRSTER VENDOR 66 row(s) in 16,722 ms 3 rows/sec. I: 0 U: 1 D: 0

RJ => RPT_CURRENT TRANSACTION 412 row(s) in 17,434 ms 23 rows/sec. I: 2 U: 0 D: 0

RJ => BLT NEW BATCH 8 row(s) in 723 ms 12 rows/sec. I: 0 U: 0 D: 0

RJ => BLW_HISTORY WORKINFROGRESS 0 row(s) in 204 ms 0 rows/sec. I: D U: 0 D: 0

RJ => CTL_TS__INTERFACES 33 row(3) in 1,129 ms 29 rowsa/sec. I=0 U: 0 D: a

RJ => EQT_NEW__BATCH 1 row(s) in 1,544 ms 0 rows/sec. I=0 U: 0 D: a

BC => EQT_] NEH GENERAL 1 row(s) in 2,450 ms 0 rows/sec.

RJT => GL'J: NEH BATCH 1 row(z) in 15,632 m= 0 rows/sec. I:1 U: 0 D: 0

BC => GLT_MNEW__GLT_GENERAL 1 row(z) in 2,176 ms 0 rows/sec.
B i Y R D T I s i U NN WSS oSS oV SRS

7. Service Management, Purchasing, and Inventory data is replicated using bulk copy only. New data entered in
these modules results in a new copy of the entire table, rather than only the row that was changed. For example,
adding a new item to the Parts table in Service Management results in a bulk copy of the PARTS table. Notice
that all 92 rows were re-copied.

=> EQT_NEW_ 1 ERAL 1 row(3) in , 450 ms 0 rows/Jec.

=> GLT_NEW__BATCH 1 row(s) in 15,632 ms 0 rows/sec. I=1 U: 0 D:
=> GLT_NEW__GLT_GENERAL 1 row(z) in 2,176 ms 0 rows/sec.

=> GLT_NEW__TRENSACTION 3 row(z) in 15,874 m=s 0 rows/sec. I: 3 U: 0 o
=> JCM MRSTER__LIEN WAIVER 76 row(3) in 15,745 m= 4 rows/gec. I:1 U: 0 o
=> JCT NEW__! BETCE 7 row(s) in 14,886 ms 0 rows/sec. I:1 U: 0 D
=> JCT_NEW__TRENSACTION 24 row(s) in 14,713 ms 1 rows/sec. I: 2 U: 0 D
=> PARTS 892 row(s) in 743 ms 123 rows/sec.

=» (¥M MASTER SECURITYROLE 8 row(s) in 1,886 ms 4 rows/sec. I 0 U: 0 D
=» (¥M MASTER SECURITYROLESECURITYUSER 7 row(s) in 925 ms 7 rows/sec. Iz 0 u: -3 o
=> QXM MRSTER SECURITYUSER 1 row(3z) in 15,631 ms3 0 rows/aec. o u: o:

1: 2
i IR et S Al P AP T B0
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8. Adding an item to the Inventory Parts table results in a bulk copy of the itmmastr tabl.

EA N W g W A AW ELO LA e, (e INE NP YRV U N S S e i e P L P

Scan complete: Last completed Sun, 06 Aug 2017 14:28:10 GMT

Scan complete: Last completed Sun, 06 Aug 2017 14:29:20 GMT
BC => itmmastr 604 row(s) in 1,494 ms 404 rows/sec.

Scan complete: Last completed Sun, 06 Aug 2017 14:30:40 GMT

Scan complete: Last completed Sun, 06 Aug 2017 14:30:50 GMT
I e R Y AR W N RN W S
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.

Your security settings in Sage 300 Construction and Real Estate Security Administration are enforced by
SQL Replicator in the SQL Server data. Any user, role, task, company, and record permissions established in
Sage 300 Construction and Real Estate are respected when users access the SQL Server data through Sage
Construction Central, reports, or in any other manner. Security settings in the SQL Server database mimick the
settings in Security Administration, based on the Windows ID associated with the user.

During replication, database roles are added to each company database corresponding to each role you have set
up in Sage 300 Construction and Real Estate. For example, if you have a security role called Accounts Payable in
Sage 300 Construction and Real Estate, a corresponding database role is created in each replicated database in
SQL Server.

Each Sage 300 Construction and Real Estate user who will access SQL Server company data (including through
Sage Construction Central) must be mapped to a Windows domain user. Each Windows user assigned to a security
role, and who has permission to the database, is created as a database user and assigned to the corresponding
roles.

I IR SQL Server company database  |user betails

Save Changes 5 Cancel Changes o Save Changes 5 Cancel Changes

Name: [Accounts Payable Usernsme:  [am
Description: [Accounts Payable » Logon for Sage Timberline Office (for example, JDoe)
= I | Full name: [amm iz
asks | Users
(For example, John Doe)
Select the tasks associated vith this role. Users must be mapped to
Windows user: [bestiann

= ] Details T a Windows domain user
[] common Tasks Tasks: Sage 300 Construction and
7] Sage Deskoy Real Estate Desktop Tasks ] =
2 Accountz Pyl Settngs | Roks  Conparies |
[] Accounts Receivable Select one or more companies. This user will have permission to access the selected
S ;ﬁif;“ Back =|| Accounts Payable database role ;m"“"‘“' )
. Gold Coast Group!
[] Cash Management created in all company databases, |2 Tinberiine Construction
[ contracts H ; [] Timberiine Electrical
] boaument Hanagenent and gss!gned to users with et o .
E Eadprent Cost permission to the company folder.
[] General Ledger B S IP SNV E SRR N o SN
[] information Assistant
[] tnquiry Designer
Job Cost
[] oosc v

NOTE: In Sage 300 Construction and Real Estate security, users and roles are set up once per server. Each user
can be granted or denied access to a data folder. SQL Replicator creates corresponding database users in each
company database to which the user has access. The database roles are created in each database, even if users
are not assigned to the role in a specific company.

Sage 300 Construction and Real Estate users assigned to the Application Administrator or
Security Administrator roles have administrative privileges to all companies. SQL Replicator creates

© 2017, The Sage Group plc or its licensors



Sage SQL Replicator and Sage Construction Central Setup Guide

Security and replication

corresponding database roles and assigns these users to their corresponding administrator roles in each

SQL Server database.

Company database 1

Company database 2

Company database 3

User Details Administrator roles created in each company database.
4 Save Ch: 5 G | Ch 5 ini H H 1 i
il Save Changes ) Cancel Change Administrative users assigned to correct database roles in all companies.
Username:  [admin
Logon for Sage Timberline Office (for example, JDoe)
Full name: [aita Gutierrez User Details
(Far example, John Doe) &=l Save Changes Cancel Changes
Windows user: IbEst\anlt‘BUUlU4 Browse... p— Iadmin
Domainluser name Logon for Sage Timberline Office (for example, JDoe)
The last successful log on was 5/18/2017 7:51 &AM
Full name: [anita Gutierrez
Settngs Roles | Companis | (For example, Jahn Dog)
Select one or more roles. The user has permission to access the tasks assodiated with Windows user: |hest\amtgnnm4 Browse... |
the selected roles. B T
Filter: IA" roles LI Detail: The last successful log on was 5/19/2017 7:51 AM.
Security Administrator . i
[ Accounts Payable Administrates securty settings Settings | Rokes  Companies |
:W"‘_E“:”d'“_d@:s:f‘” and policies .» This user is an administrator and can access all companies.
ecurity Administator]
= : Tasks assigned to this role
[+ Tasks “\,f"u—*w\,.nnl""_'
MW\:\WW

If you make changes to record security in Sage 300 Construction and Real Estate Security Administration, you
must re-start replication for each affected company folder. To do this, in System Administrator, simply click Stop

and then Start.

sage 300 Construction and Real Estate

Replicator Configuration

Backup

Description Pervasive Data Folder

Restore
Timberline Constructior

Timberline Electrical

Timberline Homes, Inc.

System Administrator - Sage 300 Construction and Real Estate

Connected: LSSVR21-MP\SAGE300CRE (BEST\ANIT900104) | SQL Server 2016 SP1 Express Edition (64-bit)

WLSSVR21-MP\Timberline Office\Data\Construction Sample Datal,

WLSSVR21-MP\Timberline Office\Data\Home Builder Sample Data\,

- | O x

Version: 17.1.3.30

®

Link to Mobile

Replicating

Yes

YWLSSVR21-MP\Timberline Office\Data\Electrical Contractor Sample Data' No

No

Sage 300 CRE Administrator Username:  anita
Run-As Account : | Default

View Status

Company: Timberline Construction SQL Database:  TimberlineConstruction
Description:
Data Folder: WLSSVR21-MP\Timberline Office\Data\Construction Sample Data

tart Stop
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In Sage 300 Construction and Real Estate Security Administration, new task permissions are available for
read-access to the SQL Server tables. These permissions enable the user to access the corresponding views in the
SQL Server data, for reporting and other features.

Role Setup _

Roles Role Details
T]Add 5 Copy X Delete ||[o Save Changes 5 Cancel Changes
Application Administ
cepieaton Adminisi “1| name: [Accounts paysble
New Role
Security Administrato Description: [Accounts Paysble

Tasks | Users |

Select thetasks associated with this role.

#[] Remote Time ~ | Details
#-[_] Report Designer Tasks: Sage 300 Construction and
% [] Service Management Real Estate Deskiop Tasks
#-[_] Mobile Projects
4[] Mobile Address Book
=-[w] 5QL Dats Access

=[] Read Access

#-[ ] AB Master tables

#[¥] AP Invoice tables _
&[] AP Lien-Waiver tables -
#[¥] AP Master tables
e AP Reprint tables
#[v] AP Standard tables
e AP Transaction tables
[ AP Issue tables
#-[] AR Activity tables
4[] AR Master tables
#-[] AR Standard tables
#-[] AR Transaction tables
#-[] AR Issue tables
4[] BL Inveice tables
#-[ ] BL Master tables
#-[] BL Standard tables
#-[_] BL Transaction tables
#-[] BL WP tables
#-[] BL Tssue tables v
< n >

4

Any changes to roles or users in Sage 300 Construction and Real Estate Security Administration are immediately
replicated to SQL Server—unless the changes have row-level security implications (such as Record or File
security).

71 NOTE: Social security numbers replicated to SQL Server are encrypted by default. Information about decrypting
=—| social security numbers will be added soon.
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Re-synchronizing and re-starting replication

The following actions require you to stop and start replication on all company folders. (In System Administrator, click
Stop and then Start for each company folder.)

e Changes to custom descriptions.

Changes or additions of custom fields.
Creating a new file, such as an archive file.
Changes to file or record security.

When replication starts, it reads and stores the database schema. Changes to the schema after replication has
started are not picked up until the next time replicator is re-started. This could result in some columns or tables being
skipped by replication.

In System Administrator, you can click Resync if replication has not picked up schema or security changes and re-
starting has not solved the issue.

System Administrator - Sage 300 Construction and Real Estate == =2
Version: 17.1.3.30
) - 1 -
sage 300 Construction and Real Estate ®
Replicator Configuration
Connected: LSSVR21-MP\SAGE300CRE (BEST\ANIT900104) | SQL Server 2016 SP1 Express Edition (64-bit) Link to Mobile
Backup
Description Pervasive Data Folder Replicating
Restore
Timberline Constructior WLSSVR21-MP\Timberline Office\Data\Construction Sample Data\, No
Timberline Electrical WLSSVR21-MP\Timberline Office\Data\Electrical Contractor Sample Data)| No
Timberline Homes, Inc. WLSSVR21-MP\Timberline Office\Data\Home Builder Sample Data\, No
Company: Timberline Construction 5QL Database: TimberlineConstruction
Description:
Data Folder: \\LSSVR21-MP\Timberline Office\Data\Construction Sample Data\
Sage 300 CRE Administrator Username:  anita Password: »
Run-As Account : | Default "‘
Start Stop Resync

Re-synchronizing your data results in the following:

1. Any attachments added in SQL Server are backed up.
2. The replicated database is deleted from SQL Server.
3. The data folder is re-replicated.

4. The attachments and attachment links are restored to the new database.

About Crystal Reports and your replicated data

When working with report designs, you might encounter an issue with the number of objects you can view in Crystal
Reports’ Database Expert window. By default, Crystal Reports displays a maximum of 8,000 objects. You can
increase this number by following the instructions in SAP’s knowledgebase article 1215994: Unable to see all
databse objects in Crystal Reports. If you modify your installation to show a longer list of tables, it will apply only
to the current Windows user’s settings. Different users on the same computer would not see the same change
unless they also change their configuration.
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System Administrator setup checklist

1. Review system requirements (page 5).

. Acquire user licenses for the mobile modules in Sage Construction Central.

. Upgrade software and data to 17.1.3.

. Set up security in Sage 300 Construction and Real Estate. (page 7)

. Use License Administration to allocate mobile licenses to users.

. Install SQL Server using Sage SQL Installer (page 11).

. Install SQL Server Management Studio (optional).

. Run File Doctor on data to replicate (with Fix and Compact).

. Configure System Administrator and start replication. (page 15)

Ol W oo N oo A~ W® DD
o000 0o0o0oo

-

. Publish the Sage Construction Central website through Azure Cloud Services. (page 25)
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Appendix A: Install SQL Server using the Microsoft
Installer

In some cases, you might want to install SQL Server yourself rather than allowing Sage SQL Installer to install for
you. To install an instance compatible with SQL Replicator, follow the instructions in this section.

WARNING: SQL Replicator requires a specific setting for the server’s default collation, which is not the default
setting. Instances must have the default collation set at the time of installation—it cannot be changed later. If you try
to use a SQL Server instance with the incorrect collation for SQL Replicator, you will not be able to replicate your
data. You'll need to re-install SQL Server.

To Install SQL Server Express

AN

& NOTE: If you are installing SQL Server using the Advanced option of the Sage SQL Installer shown on page 13,
=—| skip to step 5.

1. Double-click the *.exe file to extract the contents.

2. When prompted, select a location for the extracted files, and click OK.

Choose Directory For Extracted Files | *

Choose Dirsctory For Extracted Fies
[14\Desktop\installation files\SQLEXPRADV_x64_ENU\|

[ ok | [caed | [Browse. |

3. When the files are extracted, open the folder location, and double-click Setup.exe.

© = 4| » nstallation files » SOLEXPRADV_x64 ENU v 0] [ Search SQLEXPRADV 6. P |

Name Date modified Type Size

| 1033.ENU_LP
PCUSOURCE
redist

File folder
File folder
File folder
resources File folder

xbd File folder

£| AUTORUNLINF Setup Information 1KB
|| MEDIAINFO.XML ML File 1KB
|| Packageld.dat DAT File 1KB
[ sETuP.EXE 4— Application 118 KB
|| SETUP.EXE.CONFIG CONFIG File 1KB
%/ SOLSETUPBOOTSTRAPPER.DLL Application extens... 266 KB
%] SQMAPLDLL Application extens... 180 KB
12 items =
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4. In the SQL Server Installation Center window, click Installation on the left, and then click the first option,
New SQL Server stand-alone ... in the list.

L)
Planning
Installation
Maintenance
Tools

Resources

Options

SQL Server Installation Center

LE New SQOL Server stand-alene installation or add features to an a\stmg' ?stal\atiun
Launch a wizard to install SQL Server 2016 in 3 non-clustered environi t or to add

features to an existing SOL Server 2016 instance.

f]

Install SQL Server Management Tools

5% Launch a download page that provides a link to install SQL

SQL Server command-line utilities (SQLCMD and BCP), SQL
SQL Server Profiler and Database Tuning Advisor. An interne]
install these tools.

37 Install SOL Server Data Tools
Lé Launch a download page that provides a link ta install SQL §

Please wait while Microsoft SQL Server 2016 Setup processes the current operation.

SQL Server 2016

SSDT provides Visual Studie integration including project system support for Azure SOL
Database, the SOL Server Database Engine, Reporting Services, Analysis Services and
Integration Services. An intemet connection is required to install SSDT.

ﬁ Upgrade from a previous version of SQL Server

Launch a wizard to upgrade a previous version of SOL Server to SOL Server 2016.

T L I P

5. We recommend that you select the option to Use Microsoft Update to check for updates, but this is not

required.

o

Global Rules
Microsoft Update

Product Updates

Install Setup Files

Install Rules

License Terms

Feature Selection

Feature Rules

Feature Configuration Rules
Installation Progress

Complete

Microsoft Update

SQL Server 2016 Setup

Use Microsoft Update to check for impertant updates

=] X

Microsoft Update offers security and other important updates for Windaws and other Microsoft

software, including SQL Server 2016. Updates are delivered using Automatic Updates, or you can visit

the Microsoft Update website.
Use Micreseft Update to check for updates (recemmended)

Microsoft Update FAQ

Microsoft Update Privacy Statement

<Back ||

Next > [4‘ Cancel
bt
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6. Click Next. The next window shows the results of the setup rules check. You can ignore warnings about the
firewall. If any elements of the check failed, you'll need to fix those issues before you can continue.

= SQL Server 2016 Setup = =] =

Install Rules

Setup rules identify potential problems that might occur while running Setup. Failures must be corrected befare Setup
can continue.

Global Rules Operation completed, Passed: 4. Failed 0. Warning 1. Skipped 0.
Product Updates

Install Setup Files Hide details <<

Install Rules View detailed report

License Terms

Feature Selection Rule Status
Feature Rules (@ | Fusion Active Template Library (ATL) Passed
Instance Configuration (@ | Consistency validation for L Server registry keys Passed
Server Configuration (@ Computer domain controller Passed
Database Engine Configuration (@ Microsoft MET Application Security Passed
Reperting Services Configuration | | i\ Windows Firewall Wamning

Consent to install Microsoft R ..
Feature Configuration Rules
Installation Progress

Complete

< Back

7. Click Next.

8. In the License Terms window, select | accept the license terms, and then click Next.

® SQL Server 2016 Setup == =2

License Terms

To install SQL Server 2016, you must accept the Microsoft Software License Terms,

Global Rules ~
MICROSOFT SOFTWARE LICENSE TERMS

Microsoft Update
Product Updates MICROSOFT SQL SERVER 2016 EXPRESS

Install Setup Files : . .
These license terms are an agreement between Microsoft Corporation (or based on where you

Install Rules live, one of its affiliates) and you. Please read them. They apply to the software named above,
License Terms which includes the media on which you received it, if any. The terms also apply to any

Feature Selection Microsoft

Feature Rules +  updates,

Instance Configuration

Server Configuration « supplements,

Database Engine Configuration I S i —

Reporting Services Configuration
v

Consent to install Microsoft R .. D S e

Feature Configuration Rules 2

Copy  Print
Installation Progress G

Complete | accept the license terms.

SQL Server 2016 transmits information about your installation experience, as well as other usage and
performance data, to Microsoft to help improve the product. To leam more about SOL Server 2016 data
processing and privacy controls, please see the Privacy Statement.

RN N

9. In the Feature Selection window, at a minimum you must select these check boxes. You can select others if
you wish.

= Database Engine Services
= SQL Server Replication
= Full-Text and Semantic Extractions for Search.

© 2017, The Sage Group plc or its licensors 40



To Install SQL Server Express

Mobile Projects

41

10. You can change the Instance root directory to another local drive or location on your server if you wish. For
example, if an SSD is available, using that drive for your root directory can improve performance considerably.

o

Feature Selection

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

License Terms

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Cenfiguration
Feature Configuration Rules
Installation Progress

Complete

1
©0

SQL Server 2016 Setup

Select the Express features to install.

Features:

Instance Features ~
Database Engine Services
SQL Server Replication
[[] R Services (In-Database)
Full-Text and Semantic Extractions for Sea
[[] PolyBase Query Service for External Data | =
[] Reporting Services - Native
Shared Features
Client Tools Connectivity
Client Tools Backwards Compatibility
Client Tools SDK
Documentation Components
SOL Client Connectivity SDK
< m >

<

Feature description:

The configuration and operation of each
instance feature of a SOL Server instance is
isolated from ether SOL Server instances. SOL
Server instances can operate side-by-side on

mj>

<

Prerequisites for selected features:

Alreadly installed:
Windows PowerShell 3.0 or higher

Microsoft Visual Studin 2010 Redistributahle
>

Disk Space Requirements

Drive C: 156 MB required, 105565 MB available
Drive E: 1323 MB required, 63432 MB available

~

Select All Unselect All

Instance root directory: [EasoL_server

=

Shared feature directory:

C:\Program Files\Microsoft SQL Server\,

Shared feature directory (x86):  |C:\Program Files (x86)\Microsoft SOL Server\

<Back || Nea> |[ Conce

11. Click Next.

12. In the Instance Configuration window, we recommend that you install a Named instance using the name
SAGE300CRE. However, you can use a different name, and you can opt to install a default instance instead of

a named one.

o

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

License Terms

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

Instance Configuration

SQL Server 2016 Setup

(0 Default instance

Specify the name and instance ID for the instance of SOL Server. Instance ID becomes part of the installation path.

@® Named instance:  [SAGE300CRE

Instance ID: [sacEz00cre

SQL Server directory:  C:\Program Files\Microseft SQL Server\MSSQL13.SAGE300CRE

Installed instances:

Instance Mame Instance ID Features Edition Version
SAGE_ESTIMATING | MSSQL12.SAGE_ES... |SOLEngine Express 12.2.5000.0
<Shared Compone... Conn, BC, SDK 13.0.14500.10
<Shared Compone... S5MS 12.2.5000.0
< Back | ‘ Next > Q ‘ Cancel

13. Click Next.

WARNING: The settings in the next window are critical to installing a SQL Server instance that will work with
SQL Replicator. Configure this window exactly as instructed.
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14. On the Service Accounts tab, leave the default options as they are, and click the Collation tab.

71 NOTE: If you are installing SQL Server using the Advanced option of the Sage SQL Installer shown on page 13,
“—| skip to step 17. The Collation setting is set correctly by default.

= SQL Server 2016 Setup = =] =
Server Configuration
Specify the service accounts and collation cenfiguration.

Global Rules Service Accounts | Collation

Microsoft Update

T Microsoft recommends that you use a separate account for each SOL Server service.

Install Setup Files Service Account Name Password Startup Type
Install Rules SOL Server Database Engine NT Service\MSSQLISAG... Automatic |
e SOL Full-text Filter Damon Launc... | NT Service\MSSQLFDL... Manual
ST | S0L Server Browser | NT AUTHORITALOCAL... Automatic |~

Feature Rules

e EarE [ Grant Perferm Volume Maintenance Task privilege to SOL Server Database Service Accounts] Callation
Server Configuration This privilege enables instant file initialization by avoiding zeroing of data ]
Database E Configurat to information disclosure by allowing deleted content to be accessed. Database Engine:
atabase Engine Configuration
Feature Configuration Rules Llick here for details

SQL_Latinl_General CP1_CILAS |[ customize.. |
Installation Progress

Latin1-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-
insensitive for Unicode Data, SQL Server Sort Order 52 on Cade Page 1252 for non-
Unicode Data

Complete

Y e U U P P I Y

[ epek |[ Mewr || concel |

15. On the Collation tab, click Customize. In the box, select SQL_Latin1_General_CP1_CS_AS. The last

characters should be “CS_AS” which stands for “case-sensitive, accent-sensitive.” This is the required setting
for SQL Replicator.

Customize the SQL Server 2016 Database Engine Collation
Select the collation you would like to use:
(O Windows collation designator and sort order

Collation designator: Albanian

@® SOL collation, used for backwards compatibility

SQL_Hungarian_CP1250_CS_AS ~
SOL_|celandic_Pref_CP1_CIAS

SQL_Latin1_General CP1_CIAI ]
SOL_Latin1_General_CP1_CI_AS
SQL Latin1_General CP1_CS_AS

Collation description:

Latin1-General, case-sensitive, accent-sensitive, kanatype-insensitive, width-insensitive for Unicode Data, SQL Server Sort
Order 51 on Code Page 1252 for non-Unicode Data

ENI

16. Click OK, and then click Next.

17. In the Database Engine Configuration window, you must select Mixed Mode. This mode is required for
SQL Replicator.
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18. Enter and confirm a password for the administrator (sa) account.

o

SQL Server 2016 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories and TempDB settings.

Global Rules
Microsoft Update

Product Updates

Install Setup Files

Install Rules

License Terms

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

Server Configuration | Data Directories | TempDB | User Instances | FILESTREAM

Specify the authentication mode and administrators for the Database Engine.

Authentication Mede

Windows authentication mode

) Mixed Mode (SQL Server authentication and Windows authentication)

Specify the password for the SQL Server system administrater (sa) account.

Enter password: | sseesass

Confirm password: [ssessass

Specify SOL Server administraters

SQL Server administrators
have unrestricted access
to the Database Engine.

Add Current User | [ Add.. | [ Remove |

[ eme ||

Next >

|| concal

o

SQL Server 2016 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories and TempDB settings.

Global Rules
Microsoft Update

Product Updates

Install Setup Files

Install Rules

License Terms

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

Server Configuration | Data Directories | TempDB | User Instances | FILESTREAM

Data raot directory: [Exsat_server | I:l

System database directory: EASQL_Server\MSSQL13.SAGE300CRE\MSSQL\Data

User database directory: ‘El\SQLﬁSENEr\MSSQLTB.SAGEEOOCRE\MSSQL\DEG | El

User database leg directory: ‘El\SQLﬁSENEr\MSSQLTB.SAGEEOOCRE\MSSQL\DEG | El

Backup directory: ‘El\SQLﬁSENEr\MSSQLTB.SAGEEOOCRE\MSSQL\EE{\(UP | El
< Back | ‘ Next > | ‘ Cancel

19. The windows user logged in to the computer will be added automatically as an administrator. Click Add to add
additional administrators. If you created a Windows domain account as described on page 8, add that account
to this list as well.

20. On the Data Directories tab, the default location reflects the Instance root location you selected in step 10.
You can change this to an SSD drive if one is available. This does not have to be a local drive.

43
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21. On the TempDB tab, you can add and remove files to store the tempdb database on an SSD drive if available.

1] SQL Server 2016 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories and

BEEn

TempDB settings.

Feature Rules Data directories:
Instance Configuration

Server Configuration

Database Engine Configuration
Feature Configuration Rules

Installation Progress

Global Rules Server Configuration | Data Directories | TempDB | User Instances | FILESTREAM
Microsoft Update

T TempDB data files:  tempdb.mdf, tempdb_mssql_#.ndf

Install Setup Files Number of flles: |2 B

Install Rules o B = o :

e Initial size (MB): ol Totlinitial size (M8):
Feature Selection Autogrowth (M8): | % Total autogrowth (MB):

ENSQL_Server\MSSQL13.5AGE300CRE\MSSQL\Data

o TempDB log file  templogIdf
Initial size (MB): & S
Autogrowth (MB): (B4 %
Log directory: EASOL_Server\MSSQL13 SAGE300CRE\MSSQL\Data

i

‘ Nat>kj‘ Concel |

22

Click Next. The next window shows installation progress. When it is finished, click Close.

b SQL Server 2016 Setup

Installation Progress

=] x

Global Rules

Microsoft Update
Product Updates
Install Setup Files
Install Rules

e e W S S R T

Running rules for feature installation.

-] SQL Server 2016 Setup -[a] x
Complete
Your SOL Server 2016 installation completed successfully with product updates.
Glebal Rules

Information about the Setup operation or possible next steps:
Microsoft Update

Feature Status
Product Updates
& Database Eng es Succeeded
EETEEEp S {2 Full-Text and Semantic Extractions for Search Succeeded
Install Rules 1 5QL Server Replication Succeeded

License Terms.
Feature Selection
Feature Rules

Instance Configuration

Server Configuration Details:

Database Engine Configuration

Feature Configuration Rules

Installation Progress Product Update:

Complete Product Update has successfully applied KB 3182545 <http://support. microsoft.com/7id=

3182545> These updates have set the patch level of the Setup operation to 13.1.4001.0

Summary log file has been saved to the following location:

CAPregram Files\Microsoft SOL Server\130\Setup Bootstrapilogh20170929 101832\Summary LSSVR18-
MP 20170929 101832.6¢
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